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1. Getting to know your HomeScreen router

1.1 Introduction
Welcome to the world of HomeScreen, where setting up and managing your
network is no longer a headache. Our touch screen interface makes it a breeze
to control all the commonly used aspects of a router. The HomeScreen router
also has some innovative applications that can help you manage your network,
and connection priority to various devices, and it also doubles as a home
automation hub where the touch screen allows you to easily add and control
smart home devices and sensors. Your HomeScreen router was designed to be
as easy to use as possible, but even so, a manual sometimes comes in handy,

Page4 of 68



especially for features that you might

how to use them here.

1.2 Package content

Your HomeScreen router ships with a power adapter, a networking cable (RJ-
45), and a desktop stand.
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HomeScreen™ device, Ethernet Cable
stylus, and stand

74

Power Adapter
1.3 Your HomeScreen router
Stylus Stand
>
WAN port '
2 LAN Ports - l
USB20 — F
Power -
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2. Getting started

2.1 Connecting your HomeScreen router to the Internet
As with any router, youbll need to connect
broadband internet connection. Simply connect a network cable from your
modem to the WAN port of the HomeScreen router, as well as attach the
supplied power adapter to your HomeScreen router and wall socket.

2.2 The setup wizard
Unlike most routers, your HomeScreen router is a breeze to set up and the on-
screen wizards will guide you through the setup process. The wizard starts by

|l etting you know where to | ocate the stylu
screen with the help of the stylus.

@@ Step 1

The stylus is located at the
top of your HomeScreen
Router.

The next step of the wizard will ask you if you want to set up your HomeScreen

routerasa RouterorRange Extender (Repeater). Weol |l
down and explain the various steps for each of these modes in the following
sections.

2.3 Router mode
The default option in the setup wizard is Router. By selecting this option, you
will be configuring your HomeScreen router as the main router in your network

and this is normally the option you want t
router in your home.
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2.3.1 Configuring Router mode
By tapping Nexty ou 6l | be greeted by a screen that
HomeScreen router you should connect the RJ45 Ethernet cable from your
modem. By doing so, your HomeScreen router will try to auto-detect the type of

internet connection you have. I f itds succ
shows you that your HomeScreen router has successfully connected to the
internet. I f it fails to detectprederiiecd t ype o

with a list of options to choose from.

@®oone
Internet;
Connected

Connect to your Router
55ID: Home5creen 2.4GHz2
Password: Abgdf4553fhj

2.3.2 Internet connection type
I f your internet connection isnét automat.i
following list of choices, Not sure, DHCP or Cable Modem, DSL Dialup and
Manual IP. Tap on the correct option, and then on Next to continue. If you
select Not Sure, your HomeScreen router will try to auto detect your connection
again, after taking you through some instructions on how to restart your
modem.
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2.4 DCHP or Cable modem conrection
Selecting DCHP or Cable modem connection and tapping on Next will take
you to a screen that explains now to restart your modem. This is done so the
modem gets a new IP address from your service provider and so that your
service provider cantellthat youbéve installed a new route
should now be communicating wscteén. Once you
instructions, tap on Next. You should now be connected to the internet and be
greeted by a screen that shows the Wi-Fi name (SSID) and Wi-Fi password of
your HomeScreen router.

@@Intemet

Connected
n DHCP or Cable Modem

. DSL Dialup
. (L ELIVEIRI

Is set up!

-
e
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ece

Everything is okay! Home5creen is
connected to the Internet.

Change internet settings

2.5 DSL Dialup
If you have an xDSL type connection that requires you to enter a username and
a password, then you should select this option. Tapping Next will bring up two

fields where youbre prompted to enter your

provided by your ISP. Tap in either field to bring up an on-screen keyboard that
will allow you to enter your username and password. Tap on Next to proceed to

the next step once youbre done. The accoun
youdll see anot her pr amectionyoshavenTpemesti ch t yp

common type is PPPoE DSL, but your HomeScreen router also supports PPTP

and L2TP. Pl ease check with your service
option to select. PPTP and L2TP will require that you add some additional

detal s t hat would again be provided by your
finalized the steps required, tap on Next and you should be connected to the
internet. Youdll be greet gdhaneySSi®)aadcr e en
Wi-Fi password of your HomeScreen router.

@@ Internet

Internet disconnected
. DHCP or Cable Modem

n DSL Dialup

. Manual IP
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Username

P ©) e cOM
Password

2.6 Manual IP

If you have a service that requires you to enter the server settings manually,

you should select this option. Tapping on Next brings you to a screen that will

prompt you for the IP Address, Net Mask and Gateway of your internet
connection. These details shouldbve been p
provider. Tapping in either text box will bring up an on screen keyboard which

will allow you to edit the details. Note that only numbers and full stops are

all owed. Once youdve ent Blextad dt hyeo ucdd rlr escete d
another screen that ask for your Primary and Secondary DNS servers. You can

often use the default options here, or change to the details provided by your

service provider. Tapping on Next will save the changes you made. You should

now be connected to the internet and be greeted by a screen that shows the

Wi-Fi name (SSID) and Wi-Fi password of your HomeScreen router.

Internet disconnected
. DHCP or Cable Modem
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Y s [0 192.168.1.1

Net Mask : 255.255.255.0

Gateway : 192.168.1.254

3. Your HomeScreen routers LCD Ul
Unlike most routers in the market, your HomeScreen router has an easy to
access user interface that works similar to a smartphone. The following chapter
will give you a quick overview of the
used for.

3.1 Wireless

di f f

You can customize your Widles®d|l e s ns etTtaipng h e

icon to view/change your wireless settings.

3.1.1 Basic Settings

The Basic Settings tab contains options for changing the name of your

2.4GHz wireless network (SSID) and the password, as well as Wi-Fi

channel. Simply tap on one of the options to make any changes. In case of

the wireless network name and password, a virtual keyboard will appear on
the screen and you can change these
the Channel option will take you to a screen where you can set the Wi-Fi
channel. Suggested channels for 2.4 GHzWi-Fi are 1, 6 and
non-overlapping channels.
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7 Basic Basic Wireless Settings
i Settings " ,
¢ 5HE Wireless Network Name (5510)

Basic HomeScreen 2.4GHz
*ﬁ Settings 5G

Wireless Password
‘ Guest Abgdf4553fhj
MNetwork

E Security Channel: &
Settings

3.1.2 Basic Settings 5G

Similarly to the Basic Settings tab, the Basic Settings 5G tab allows you to
change the corresponding network name (SSID) and password for the
5GHz network. You can also change the Wi-Fi channel for the 5GHz
network here, although as 5GHz Wi-Fi is using a different frequency range,
the channels are different here.

@@ Wireless

f o Basic Wireless Settings
[ )

Settings " .
= Wireless Network Mame (S5ID)

Basic HomeScreen 5GHz
(@ Settings 5G

Wireless Password

Guest Hgwd 56
‘ Metwork qudg3456Tgg

E Security

Settings

3.1.3 Guest Network

The Guest Network tab allows you to create a separate network for guest
users. After tapping on Enable Guest Network, your HomeScreen router
will enable the guest network, save the settings and reboot. To change the
guest network settings you have to tap on Wireless once your router has
rebooted and tap on Guest Network again. You can now edit the name
(SSID) and the password of the guest network. To disable the guest
network, simply tap on Disable Guest Network.
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@ ® Wireless
r Basic Guest Network Settings
(@ Settings

Enable Guest Network

Basic
ﬁ Settings 5G

Guest Network Name (SSID)

Guest

Networ
ik Guest Password

a Security
Settings

3.1.4 Security Settings

Here you can change the security settings for your Wi-Fi networks. The
default option of WPA/WPAZ2 is recommended.

@@Wireless

fff' Basic Security Settings
- tt
MO HomeScreen 2.4GH

WPA/WPA2
ﬁ Basic -
= Settings 5 HomeScreen 5GHz WPA/WPA2

Guest 5 -
HomeScreen Guest WPA/WPA2

8 Security
Settings

3.2 Range Extender

Your HomeScreen router can also be set up as a Wi-Fi Range Extender.

Note that the guest network candét be enat
HomeScreen router as a range extender. Tapping on the Range Extender

app will start a wizard that takes you through the range extender setup

process. Tapping Start will take you a screen that displays a list of available

wireless networks. Simply tap on the network you want to connect to so it

shows up in the text box labelled Name (SSID) on the right.
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@ ® Select Network

HomeScreend 675 Select your network.

If you do not see your

network tap refresh
Homescreen2  _,l list

Homescreen 2.4G gl

Homescreen ~  _all| [NPAPRIEISTO)!

Homescreen 2.4  .ul Homescreen 2 4Ghz

apmode5 . |

7y Refresh
R/  List

I f vyo

uUu candt see your networ Kk

i n the

navigate through the list of available networks. If for some reason you still
s ee Yy ourRefresh Lisdto fe-scantre pvailabie

donot
networks.

Once

y 0 u 0 v the cermdt metworle p on Next to continue.

@ ® Enter Password

Enter the password for Homescreen 2.4
This is used by HomeScreen to

connect the network.

Password : BEnElievrsli)

Wireless: 11b/g/n, Channel 1
Security: WPAPSKWPAZPSK, Encryption TKIPAES

At this step you need to enter the password of the network you want to
connect to. Simply tap on the password box and enter the password using
the on-screen keyboard. Tap on Next to save the settings.

Aseri es

network on

of steps will be displayed on
network, the LCD will then display the SSID and password of the extended

ce it connects successfully.

You can change the SSID and password of the extended network by tapping
her option, or if youbre happy
on Finish to finalize the setup.

on eit
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If you want to disable the range extender mode, simply tap on the Range
Extender app and the on Disable to disable the range extender mode.

@@ Range Extender
& ¢ oxb

3.3 Status

This menu will show the current status of your HomeScreen routers
connectivity and settings. There are four tabs that display various
information.

Basic: Here you can see the connection status, how many connected users
(I'P Il eases), how many ZigBee devices youc
HomeScreen router and the IP address.

Basic Status

Connected

; MAC _
= 1 Connected users

5 Zighee connected devices

Router mode

: 20.10.10.254

MAC Here you can see the MAC addresses of he WAN, LAN and WiFi
interfaces.
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MAC List

WAN MAC
& ed:71:85:50:05:77

- LAN MAC
= 24:71:85:50:05:76

= Wifi MAC

ed:71:85:50:05:74

Network : Here you can see the connectivity status of the LAN and WAN

ports, as well as their respective MAC addresses.

WAN Port

10.10.20.44
v,ed:ﬂ:BS:SD:DE:??
471 MAC
LAN Ports

yr el ed:71:85:50:05:76
v MNetwork .

| ?l Ed:]"l:BS:S[J:[JE:?E
v

Web Admin: This page provides information on how to connect to the web
Ul of your HomeScreen router. You can change the login credentials by
tapping either option and changing them using the on -screen keyboard.
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Web Administer

To use the web interface point
your browser to:

URL: 20.10.10.254

Login

Password

3.4 Internet Settings

The Internet Settings app allows you to make changes to the internet
settings that you configured using the Wizard.

Changing internet settings

Tap Change internet settings to configure your internet connection. Select
the kind of connection you have.

Depending on the type of connection you selected (DSL Dialup/Manual IP) ;
you will be prompted to add additional information, much in the same way
as in the wizard.

@@Intemet

Connected
n DHCP or Cable Modem

. DSL Dialup

. Manual IP

Tap on Finish to save the settings.
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Connected

Done! Your HomeScreen
Is set up!

-
=

Internet Status

Tap on Internet Settings to view your internet connection status. Three icons will
appear, (from left to right) a cloud, a modem and your HomeScreen Router.
Between these icons you should see green lines and check marks if everything is ok.

@@Intemet
o

Everything is okay! HomeScreen is
connected to the Internet.

Change internet settings

Ifthereisa problem with the connection, a red
between the icons.

Pagel8of 68



A Check the WAM cable, itis not connected.

Change internet settings

3.5 Wizard - See section 2.2

3.6 Settings

The settings app in the LCD Ul contains three tabs, Software Update, Screen
Settings and System Log.

3.6.1 Software Update

The Software Update tab is as you might already have guessed, used for updating
the software of your HomeScreen router. Simply tap on Check for Updates to see if
new software is available for your HomeScreen router. If new software is available, it
will be automatically downloaded and updated. Your HomeScreen router will reboot
after the software update to apply the changes.

@@ Settings

Software Vot v € - -
Update & Your Software is up to date

Current Version:

e CA1-ROBO

Settings No new updates available.

Check For Updates
System

Log

3.6.2 Screen Settings

The Screen Settings tab allows you to set the time in seconds for how long the
delay should be until the screen saver turns on. You can also enable the screen lock
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here. Please remember your pin code, as
HomeScreen router to be able to access the LCD Ul again.

System
Log

System
Log

3.6.2 System Log
The System Log tab displays the router system log and you might be asked to
provide details from the support team from this screen.
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eth2.2: no IPvG routers p
resent
ral: no IPvb routers pres
ent
br0: no IPvb routers pres
ent
pid 29404
millis 3000
staring the timerstoping
e the timerpid 29410
Foe™  millis 3000

. staring the timer

Update

3.7 Statistics
The Statistics app shows your internet speed in real-time, expressed both in Mbps and as a
graph. I't also shows how much data youbve downl o

@®5tati5ti£5

T 4 w
H.f'-. ] A

0.0Mb/s 0.1Mb/s

0.001GIB

3.8 Help

The Help app contains four different tabs, Help, Support, Send Log and Aboutand we 61 |

be explaining what theyére used for in this sect
3.8.1 Help

The Help tab shows the SSID and Wi-Fi password of your HomeScreen router. It also
contains two videos, one for Windows 8 and one for OS X which quickly goes through how
to connect your computer to your HomeScreen router. Tap on either the Windows or Mac
logo and then press play to watch the video.
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Help  55ID: HomeScreen 2.4GHz
Password: Abgdf4553fhj

L4

Windows Mac

3.8.2 Support

The Support tab provides information on how to get in touch with our support team, either
via email or telephone.

@@ Help

You can get support for
this product at:

\ Support m

support@homescreenrouter.com

(8

1-844-700-9200

3.8.3 Send Log

If the support team asks you to send logs, this is where you should go. Simply tap on the

Send Log button, enter a short description in the box provided using the on-screen

keyboard and then hit send once youdr ¢akehone. Our
look at your logs to investigate any potential problem you might be having.
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When you have trouble with your
Device or the sensors, our support
person might ask you to send us

these logs and help you quickly to
Q Support |58 1085 ¢ P you Quitkly
solve your problem.

cend Please be assured we will not send
Log any sensitive information such as
your passwords.

Send Log

3.8.4 About
The About tab shows additional product details about your HomeScreen router, such as the

name and software version.

@@ Help

Model:
HomeScreen V1

\.Su o Mame:
PP HomeScreen-0534

E] Send MAC Address:
Log ed:;71:85:50:05:34

Software Version:
CA1-R0O60

(1) About

3.9 Filter
The Filter app allows you to add keyword and URL filters if you want to block access to

certain content. Simply type in a keyword or a URL in the provided text box and click on
Block to block it. Select a text string from the list provided and tap on Unblock to unblock it.

To clear all filters, tap on Unblock All.
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Keyword or URL:

Block

Unblock

Unblock All

3.10 Users

The Users app shows you a list of devices connected to your HomeScreen router. You can
block devices from accessing the internet by tapping on the device and the on the Block
button. If you want to unblock a device, tap on its MAC address in the list and tap on
Unblock.

@@ Users

P -20.10.10.100

MAC -10:c3:7b:dd:

=

Unblock

3.11 DMz

DMZ is short for Demilitarized Zone which might sound like a strange thing to have in a
router. What it allows you to do is to type in an IP address of a single device in your network
and this device will bypass any firewall settings in the router. Simply tap in the text provided
to enter an IP address, and then tap in the Enable checkbox to Enable DMZ for the IP
address you just entered. To disable DMZ, simply tap in the Disable checkbox.
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@ ® De-Militarized Zone

DMZ IP Address

n Enable . Disable

3.12 Wireless WAN

Wireless WAN is similar in functionality to the Wi-Fi Range Extender mode. The main

difference is that in Wireless WAN mode, your HomeScreen router will act as a DHCP

server, i . e. i toll i ssue | P addresses the the <con
main router will provide the IP addresses.

Tapping on the Wireless WAN app will start a wizard that takes you through the Wireless
WAN setup process. Tapping Start will take you a screen that displays a list of available
wireless networks. Simply tap on the network you want to connect to so it shows up in the
text box labelled Name (SSID) on the right.

@ ® Wireless WAN

HomeScreen can be used to extend
the range of your existing wireless

network. To get started touch the start
button below.

T\m :}) %

o &

I f you candét see your network in the |ist, simpl
of available networks.If f or some reason you sti IRefeshondt see
List to re-scan the available networks.
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@ ® Select Network

Select your network.
If you do not see your

network tap refresh
Homescreen2  _,l list

HomeScreen1675

Homescreen 2.4G gl

Homescreen el |Name (sSID)

Homescreen 2.4  .ul

Homescreen 2.4Ghz

7y Refresh
R/  List

apmode5

Once youbve selected t Nexttccontinueect net wor k

At this step you need to enter the password of the network you want to connect to. Simply
tap on the password box and enter the password using the on-screen keyboard. Tap on
Next to save the settings.

@ ® Enter Password

Enter the password for Homescreen 2.4
This is used by HomeScreen to

connect the network.

EEA s 0 Il smart2777rb

Wireless: 11b/g/n, Channel 1
Security: WPAPSKWPAZPSE, Encryption TKIPAES

aD

A series of steps will be displayed onthe LCDwhile it 6s connecting
will then display the SSID and password of the extended network once it connects

successfully.

You can change the SSID and password of the extended network by tapping on either

option,
setup.

or

i f y oetaditrogtionhyaupcanyust vap dan frinigh ko éinalite the

If you want to disable the Wireless WAN mode, simply tap on the Wireless WAN app and
the on Disable to disable the Wireless WAN mode.
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3.13 Connected Home

The Connected Home app iswhereyouc an t est any sensors ofr
to your HomeScreen router. Simply tap on a device to see what control options are
available. You can also rename and change the location of your sensors and devices here.

@ ® Connected Sensors

()  Switching ¥ MultilevelSwitchOn

Keys

3.14 Device Join
This app is for adding and removing sensors and devices to your HomeScreen router.

@ ® Add Sensor

Remove all Sensor

3.14.1 Add

Tap on Add to add a sensor or device. Press the Join button on your device or follow the
included instructions of the device to add a new device to your HomeScreen router.

Once the device is successfully added you can rename the device and add a location.
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Add

Press the "Join","Include” or "Pairing"
button on your sensor. Please refer to
sensor’s instruction manual for details.

Some security sensors have a tamper switch. Please make sure to reset the tamper
notification after the device is added to your HomeScreen Router.
In the Connected Home app and in the mobile apps you can see if your device is tampered.

3.14.2 Remove

Sensors can also be removed from your HomeScreen router. To remove a sensor from your
HomeScreen router, tap on Remove and your HomeScreen router will go into removal
mode. Please refer to the sensors manual for instructions on how to remove the sensor.

Remove a Sensor

Put the Sensor in "Remove","Leave"
or "Exclude" mode. Please refer to

the sensor's instruction manual for
instructions.

3.14.3 Remove all Sensors

The Remove all Sensors option will purge the sensor data from your HomeScreen router. It

wi || not reset the sensors, so youbl/| have to dc
instructions.
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Remove all Sensors

This removes the connected sensor
entries and moves your device to new
home automation Network. All previous

sensors will have to be maually reset.
Do you want to continue?

3.15 HomeScreen Account

The HomeScreen router can be connected to your HomeScreen account easily. Doing so
allows you access to additional features and enables the ability to control your HomeScreen
remotely. This is all done through our simple and secure website or via a mobile app for your
Android or iOS device.

To get started, visit the HomeScreen website to create an account. Point your browser to:
http://connect.nomescreenrouter.com or viaoneofour mobi |l e apps availabl e
App Store and on GoogleE Pl ay.

Once youbve created an account, tap on the Home S
followed by Get Code. Enter the code either on the HomeScreen website or in the maobile
app by clicking/tapping on Add, in order to link your HomeScreen router to your account.

fU3VIL

01:52
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http://connect.homescreenrouter.com/

Your HomeScreen is now linked to
——_ "’@M.com

Tap on screen to exit

3.16 Diagnostics
The Diagnosticsapp can be used to detect if therebds a p
router, the internet and the cloud service. Simply run the Diagnosticsapp and it él |l i nf

you where the issue might be.

Cloud Acceptance
Internet Connection
Time Synchronization
Cloud Connection

Valid Cloud Account

Status
Hooray! Everything s
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Cloud Acceptance
Internet Connection
Time Synchronization
Cloud Connection

Valid Cloud Account

Status
Internet connection successfully

checked.

3.17 Weather

Your HomeScreen Router makes can also display local weather information. Tap on the

Weatherapp and itoll di splay your |l ocation based o1
between degrees Fahrenheit and Celsius in the weather temperature display by tapping on

@ \\cather

@ \\cather

93 *-
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Tapping on the screen brings up a menu that allows you to refresh the data or exit the app. It
also displays your location and the last time the weather data was updated.

3.18 Time
The Timeapp displays a clock in the LCD Ul. Youbl/|

12:17

Thursday
5th of March

30

To change settings, tap on the gear icon. The options available are to synchronize the time
with an NTP (time) server and to switch between an analogue or digital clock face. Note that
you have to set the correct time zone in the web Ul of your HomeScreen router for the time
to be displayed properly. You can find details on how to do this in section 4.7.2.

3.19MyFlare Photos

N/A
@ ® Homescreen

To get started, login to your
myflare account.

I already have an account

[ don't have an account
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3.20 Do Not Disturb

The Do Not Disturb feature allows you to block certain devices from accessing the network
and the internet. Simply tap on the device you want to block network access to, tap on the >
arrow to add to the list of devices that will be blocked and finally tap on Enable DND to block
network access for this device. You can of course add multiple devices to the DND list. To
unblock devices, simply tap on Disabled DND to disable DND for all devices, or select a
device and tap on the < arrow to remove it from the DND list.

Enable DND

3.21 Device Priority

Here you can select the internet traffic priority for the devices connected to your
HomeScreen router. This would give the devices added to the priority list priority over
devices not added to the list. This can be used for example to make sure that Skype or
videos streamed to your TV are always getting enough bandwidth, even if someone else in
the home is downloading something or watching YouTube etc.

Simply tap on the device you want to add to the priority list, tap on the > arrow to add to the
priority list and finally tap on Enable Device Priority to active the device priority list. You can
of course add multiple devices to the device priority list. To remove devices, simply tap on
Disabled Device Priority to disable device priority for all devices, or select a device and tap
on the < arrow to remove it from the device priority list.

@@ Device Priority

W‘PC
Enable Device Priority
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4. Your HomeScreen routers web Ul

Basic settings

4.1 Internet
The Internet menu contains two static sub-sections, How do you connect to internet? and
MAC Clone,aswellas one dynamic section. I n the foll owin

different options do and how you configure them.

4.1.1 How do you connect to internet?

Similar to section Internet Settings app in the LCD Ul, you can use the various options here
to configure your internet connection. The various options are Static (Fixed IP), DHCP
(Cable/Auto), PPPoE (ADSL), L2TP, PPTP and 3G. Selecting one of the options will change
the dynamic menu based on the various options available depending on your choice of
connection type.

B:Home
" B Screen

Internet N

DHCP Mode

Hoathame (optional)

MAC Clone
kMg

4.1.2 Static (Fixed IP)
I f your internet connection uses a static | P add

In the IP Address box you need to enter the static IP address provided by your service
provider.

The Subnet Mask is not normally changed, so unless your service provider specifies
otherwise, please leave it at its default setting of 255.255.255.0.
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The Default Gateway is also provided by your service provider and needs to be entered or
your HomeScr een router wondédt be able to connect to t

The Primary and Secondary DNS should also be provided by your service provider, so enter
those as provided, as without them, you wonodt be
URLOS.

On c e vy enterédsad the information needed, click on Apply at the bottom of the page to
save the settings.

How do you connect to internet?

Tprrnes Compecton Type

Static Mode

1P Asidress

Suboel Mask
Defall Gaeway
Primary DNS Serves

Secordary DNS Servee

4.1.3 DHCP Mode

If your internet service uses DHCP, such as a cable of some fibores er vi ces, you shoul
have to enter any information here to connect to the internet.

Note that some service provider requires a Hostname to be entered and a text box for this is
provided.

Click on Apply to save the settings.
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B:Home
" B Screen

Internet

"\
L
How do you connect to internet?

A1 m

DHCP Mode

Hostaun {optional) _

MAC Clone

= €20

4.1.4 PPPoE (ADSL)

I f youdre using an xDSL type service, PPPOE is t
your service provider. PPPOE requires that you enter a username and a password; both

shoul débve been provided to you by your service ¢

To connect via PPPOE, please fill in the User Name and Password, as well as the Verify
Password fields.

As PPPoE is dialling in to your service provider you can set up three different modes, which
you can select from the Operation Mode drop down box. The options are Keep Alive, On
Demand and Manual.

Keep Alive will make sure you stay connected at
used by any device on your network. On Demand means that once any of the devices on

your network wants to connect to the internet, the router will instruct the modem to dial and

connect to the internet. Manual means that you have to manually connect each time you

want to connect to the internet.

For the Keep Alive mode thereds an optional Keenqp
this does is that if you for some reason would get disconnected from the internet, the router

will instruct the modem to dial again within as many seconds are you enter into the text box

provided. The default setting is 60 seconds.

For On Demand th@&mebemamdoPodenaldl e Time option

time in minutes for when the modem should discon
send any traffic to the modem. The default setting is 5 minutes.
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PPPoE Mode

Uiser Namwt
Pasvwoerd
Verity Passward

Operatism Mude

Kewp Alive Mode: Redial Penad seconds

Un demnand Mede: Idie Timw 5 itnies

41.41L2TP

I f youdbére using an xDSL type service, your servi
the more common PPPoE standard. L2TP requires that you enter a server IP address,

username and a password, all/l of whichcshoul dbéve
provider.

To connect via LT2P, please fill in the Server IP, User Name and Password, as well as the
Verify Password fields.

Therebs also an option for Address Mode which ca
you need to fill in an IP Address and a Subnet Mask, as well as a Default Gateway. This
information shouldbébve been provided by your seryv
options and fill in the required details accordingly.

As L2TP is dialling in to your service provider you can set up three different modes, which
you can select from the Operation Mode drop down box. The options are Keep Alive, On
Demand and Manual.

Keep Alive wild.l make sure you stay connected at
used by any device on your network. On Demand means that once any of the devices on

your network wants to connect to the internet, the router will instruct the modem to dial and

connect to the internet. Manual means that you have to manually connect each time you

want to connect to the internet.

For the Keep Alive mode thereds an optional Keep
this does is that if you for some reason would get disconnected from the internet, the router

will instruct the modem to dial again within as many seconds are you enter into the text box

provided. The default setting is 60 seconds.

For On Demand therebds an optional On Demand Mode

time in minutes for when the modem should disconnect from the internet if the router does n 6 t
send any traffic to the modem. The default setting is 5 minutes.
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Internet o

How do you connect to internet?

PRI SORRIEIN YPS: _

L2TP Mode

Sorver 1P

User Name
Mssword
Addross Moda
IP Address
Subusst Mask
Defaull Gatoway
Operatiom Mode

Keep Alive Mode: Redial Period

4.1.5 PPTP

I f youdbre using an xDSL type service, your servi
the more common PPPOE standard. PPTP requires that you enter a server IP address,

username and a password, all/l of whichcshoul dbéve
provider.

To connect via PP2P, please fill in the Server IP, User Name and Password, as well as the
Verify Password fields.

Therebs also an option for Address Mode which <ca
you need to fill in an IP Address and a Subnet Mask, as well as a Default Gateway. This
information shouldéve been provided by your seryv
options and fill in the required details accordingly.

As PPTP is dialling in to your service provider you can set up three different modes, which
you can select from the Operation Mode drop down box. The options are Keep Alive, On
Demand and Manual.

Keep Alive wildl make sure you stay connected at
used by any device on your network. On Demand means that once any of the devices on

your network wants to connect to the internet, the router will instruct the modem to dial and

connect to the internet. Manual means that you have to manually connect each time you

want to connect to the internet.
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For the Keep Alive

mo d e

thereods

an optional

this does is that if you for some reason would get disconnected from the internet, the router
will instruct the modem to dial again within as many seconds are you enter into the text box

provided. The default setting is 60 seconds.

For On Demand

t hereods

an optional On
time in minutes for when the modem should disconnect from the internet if the route r
send any traffic to the modem. The default setting is 5 minutes.

Demand

PPTP Mode

Servey 1P
User Name =
Paseweord

Adktress Modw

7 Adhiliess :
Suboet Maak

Dl Gateway

Opweration Muode

Kowp Alive Made: Rediad Period

4.1.6 Mac Clone

nr .
i -
02188 1.1

Normally this option is disabled; however, there are sometimes situations where you need to
clone the MAC address of your cable or xDSL modem to make a router work properly with
certain service providers. If this is the case, then you should enable this option and type in
the MAC address provided on a sticker of the device you want to clone the MAC address of.

If you click on the Fillmy MACbutt on,

youoll

see

the defaul t

HomeScreen router and the format in which an alternative MAC address should be entered.

MAC Clone

Enatiledt

4.2 Security

The Security menu allows you to configure and change your Wi-Fi security settings for both
the 2.4GHz and 5GHz radios in your HomeScreen router.
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At the top of the screen there are two options, Security 2.4GHz and Security 5GHz. Please
select the one that corresponds to the Wi-Fi radio that you want to adjust the settings for. All
the settings are otherwise identical between the two.

B.:.Home
" B Screen

Security 24GHZ

SSID choice

Securnty Mode

WPA Algorsthims ® TKIF ® AES O TKIPAES

i‘:..' ;‘“,:-"

Koy Ranwewal Inserval

secomds (0~ &1033053)

4.2.1 SSID choice

I f youdve enabled the guest network, then this o
Wi-Fi network and the guest network. You would be changing the settings of the network
selected here.

Page40of 68



B:Home
®* B Screen

Security LaLHZ

Wireless Security

SSID chaire

Security Modv

WFA Algoriifios ® TKHF' @ AES O TKIPAES

Koy Renewal lserval

secands [0~ 4194303)

4.2.2 Security Mode

This option is for setting the type of security you want to use for your Wi-Fi network(s). The
options are Disabled, WEP, WPA-PSK, WPA2-PSK and WPAPSKWPA2PSK. The default is
WPAPSKWPA2PSK which enables devices that supports WPA and WPA2 to your
HomeScreen router and this is the recommended setting for best compatibility.

Security Moda

WPA

WPA Algorithms

Pass Plirage

‘.r“ Hr‘n"““l lrl”".-’ 2

secondn [0 ~ 4194303)

WPA

4.2.3 WPA Algorithms

Here you can set the encryption algorithm for the Wi-Fi network(s). The options are TKIP,
AES and TKIPAES, with TKIPAES being the default option. This is the recommended setting
for best compatibility.
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4.2.4 Pass Phrase

Here youdd type in the passwor dWiyFonetivatk(swla nt
needs to be at least eight (8) characters long and can include letters, numbers and special
characters. Remember that you can always check and set your Wi-Fi password via the LCD
screen of your HomeScreen router.

4.2.5 Key Renewal Interval
This option allows you to set a time period, in seconds, for when the non-public encryption

keys should be changed of your router. The default setting is 3600 seconds, or once every
hour.

B:Home
"W Screen

Security J40HZ

Wireless Security

WPA

WPA Algorithms ® TEIF ® AES O TRIFAES

Key Renewal Tnverval

scconds [0~ 4194303)

WEP

4.2.6 Default Key

WEP allows you to set up to four keys and this option will allow you to set the default key out
of the four.

4.2.7 WEP Keys

WEP keys have to be 10 characters long and can be in either ASCII or Hexadecimal format.
Note that although the key is longer, WEP is not as secure as WPA or WPA2.
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Wireless Security 8

SSID chaoioe

Security Mode

Wire Equivalence Protection (WEP)

Default Kay

WEP Keys

WEF Key |

WEF Key 2

WEP Key 3

WEP Kury 4

4.3 Wireless

The Wireless menu consists of various Wi-Fi related options, such as the network mode and
Wi-Fi channel. The following sections will explain them in some detail.

2.4GHz

4.3.1 Network Mode

This option allows you to select between 802.11b/g mixed mode, 802.11b only, 802.11g only

and 802.11b/g/n mixed mode. 802.11b/g/n mixed mode is the default and recommended

setting if youdbdre using your Homa&ices.een router v

4.3.2 Network Name (SSID)

This is the name you see on your devices that yo
router. The Network Name is randomly generated on your HomeScreen router, but it can be

edited here or via the LCD Ul. You also have two tick boxes here, one that allows you to

hide the Network Name and one that isolates it. In the case of hiding your network name,

this means that devices wondédt automatically finoc
manually type in the Network Name to have your devices connect to it. Network isolation

prevents devices on the network to communicate with each other when connected on the

same network, so this is not recommended for a r
something that could be considered for a guest network.
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4.3.3 BSSID
This is not an option that can be edited and it €
itself to client devices.

4.3.4 Frequency (Channel)

802.11b/g/b Wi-Fi operates at 2.4GHz, but it supports several sub channels. The ideal

channels to use are 1, 6 and 11, as they donot C
to avoid using the same channel as your neighbors, especially if you live in a densely

populated area, as many routers are set to channel 1 by default. If you own a smartphone or

a tablet, then you can downloads app to search for the Wi-Fi networks in your area and

select an appropriate channel based on the three suggested channels above.

B:Home
®" B Screen

L~
?

Settings

Nerwark Mode

11b/g/n muxed mod
easiosr i e _ Pt S RS
»

BSSID E471055400 45T

Froquoncy (Chacoef)

Connected Users

MAL Addres Ald Minals

5GHz

4.3.5 Network Mode

Just as on the 2.4GHz network, the 5GHz network has several different modes to select
from. The modes are 11a only, 11a/n mixed mode, 11vht ac/n/a and 11vht ac/n. For best
performance with newer devices, select 11vht ac/n and for broadest compatibility select
11vht ac/n/a.

4.3.6 Network Name (SSID)

This is the name you see on your devices that yo
router. The Network Name is randomly generated on your HomeScreen router, but it can be

edited here or via the LCD Ul. You also have two tick boxes here, one that allows you to
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hide the Network Name and one that isolates it. In the case of hiding your network name,

this means that devices wondt automatically
manually type in the Network Name to have your devices connect to it. Network isolation

prevents devices on the network to communicate with each other when connected on the

same network, so this is not recommended for
something that could be considered for a guest network.

4.3.7 BSSID

This is not an option that can be edited and

itself to client devices.

4.3.8 Frequency (Channel)

802.11a/n/ac Wi-Fi operates at 5GHz, but it supports several sub channels. As the 5GHz

spectrum has a | ot more

channels avail abl e,

networks which are also using 5GHz compared to 2.4GHz.

B:Home
"B Screen

Whreless SGHZ
L3

Settings

Notwurk Mode

Retwurk Nane(SS11)

EL 7100000 FN

STASMHL (Chamne 149)

HBSSID

Freguetcy (Chaneel)

Connected Users

MAL Addioss AWl

4.3.9 Connected Users

At the bottom of the Wireless screen you can see the MAC Address and some other details

of the connected Wi-Fi devices.
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B:Home
" B Screen

Basic settings

Internet Security Wireless ‘="
F B

Type | DHCP 2AGHZ - WPA-PSKIWPAZPSK nwm&éé; 2.4GHZ: HomeScreens295s

10 53 53,144

BGHZ - WPA-PSKIWPAZ: PSK (TKIPAES) SOHZ: HomeScreoni2eisG

Network Status
S 0100 a8t - ) Connected Users : 1 U

DHCP cfionts - 1 Untime: 10 rinizies Add Device

MAC (W) E0 7L B350 04 FC
MAC (LANY: EA T185.50:04 FE

MAC (WAN)Y EA7L A5 5004 FF
Sofwore version (CAL-R058

Management Software Logout

4.4 Network
The Network menu is where you configure the wired network settings of your HomeScreen
router and webd6ll go over the various settings be

4.4.1 |P Address, Subnet Mask and MAC Address

These three options are all related to your HomeScreen router. The IP Address is where

your HomeScreen router lives and typing this into a web browser on a computer or mobile

device connected to your HomeScreen router will take you to a login prompt for the local

web Ul. The Subnet Mask is normally not something you have to change and we suggest

you leave it as it is at its default setting. The MAC Address is an identifier that is unique to

each and every deviceonanet wor k and it candédt be changed. 11t60
need to make sure that a specific device is connected to the network, or can for example be

used to block unwanted devices from accessing a
address of another device, please see chapter 4.1.7 on how to do this.

4.4.2 DHCP Type

There are only two options available, Disabled or Server. As long as your HomeScreen

router is the main router and DHCP server in your network, this option should be set to

Serverr There are a range of options that are avail a
more detail below.

Start IP Address - This would be the first IP address in the range of available IP address
that your HomeScreen router issues.
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End IP Address - This is the last IP address in the range of available IP address that your
HomeScreen router issues.

Subnet Mask-Nor mal ly thereds no need to change
default setting of 255.255.255.0 should remain unchanged.

Primary DNS Server - Here this should generally be the IP address of your HomeScreen
router, as it acts as the primary DNS server in your home network.

Secondary DNS Server - This can be left blank, or you can add a secondary DNS server
here, either one provided by your service provider, or an open DNS server.

Default Gateway - This is also normally the IP address of your HomeScreen router, as it
would be the default gateway on your network for all devices to connect through.

Lease Time - This is a time in second for how long your HomeScreen router should reserve
each IP address for the device it was assigned to. Normally the default value of 86400 (24h)
is fine, but you can increase or decrease this based on your needs.

Statically Assigned MAC - There are three fields for devices that you would always want to
connect to the same IP address on your router, for example if you have a NAS server or
something similar. Simply enter the MAC address of the device in the first box and then
enter the IP address you want it to be assigned to in the second box. Note that the IP
address has to be in the range of IP addresses issues by your HomeScreen router.

ettings

IP Addrmss R

Subnot Mask

MALC Address

DHCP Type

Start 1P Address

End TP Address

Subnet Mask

Primary DNS Server

Seconduary DNS Servar

Defauit Catoway

Leage Time

Statically Assigned MAC

Statically Assigned MAC

Statically Assigned MAC
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4.4.3 DCHP Clients

At the bottom of the page you can see all the devices that have been given an IP address by

your HomeScreen router and how many hours are left until the device will be given a new IP
address.

DHCP Clients

Hostname MAC Address [P Address Expires in

test 10:CH7B:DAD: 76 10.10.10.100 23:48:50

4.5 Status

The Status screen in the middle of the Basic Settings option shows some general
information about your HomeScreen router, such as how many connected users there are,
how long since it was last rebooted, the MAC address of the various interfaces and the
software version. Clicking on it will give you some more detailed information.

4.5.1 System Info

This section displays some basic details such as the system update and the mode your
HomeScreen router is configured in.

ll s Home
®" B Screen

Status

System Info

SDK Version 4:2.1.0 (Feb 13 2015)
Systam Up Time 5 ounutes

Operation Mode Gateway Mode

4.5.2 Internet Confi gurations

This section displays information about your internet connection, such as the connection

type, the WAN (internet) side IP address, the default gateway and the DNS servers that your
HomeScreen router is talking to.
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Internet Configurations

Connected Type DHCP
WAN TP Address

Subnet Musk

Defiult Gataway

Primary Domam Name Server

Secandary Domain Name Server

MAC Address

4.5.3 Local Network
This section displays the IP address, local net mask and MAC address of your HomeScreen
router.

Local Network

Local I Address

Lacnl Netmask

E4:71:85:50:04:Fn

MAC Address

4.6 Add Device
Clicking on Add Device shows you the SSID and password of the Wi-Fi of your
HomeScreen router.
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B:Home
* B Screen

Add Device

[0
Use the following credentials

4.7 Management

The Management menu consists of several parts, Administrator Settings, Time, Settings
Management and Dynamic DNS. Wedll|l be explaining

4.7.1 Administrator Settings

Here you can change the admin username and password. Simply edit the text in the two
boxes provided and click on Apply to save the changes.

B:Home
" B Screen

Management

: ﬂP
Administrator Settings

Aoccoumt admin

Passwortl

Time (NTP)

Current Thne §12:2755UTC 2015 Syne with host
[ime Zane
NTP Sarver O.narth-amerca.poal.mp.org

NTP wynchronzation(houry)
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4.7.2 Time

There are two options to sync the time of your HomeScreen router, either by clicking on the
Syncwithhostbutt on, which wil/| have the time synchr ol
connected to your HomeScreen router with, or you can set the correct time zone in the Time

Zone drop down box, select an NTP server (the default option is fine) and set an NTP

synchronization time (in hours) in the provided input fields and click on Apply. By doing the

latter, your HomeScreen router will sync its time on a regular basis with a server on the

internet. Note that you can also use the Time app in the LCD Ul which you can read more

about in chapter 3.19.

Time (NTP)

Current Time 3 12:27:5 C 2015 Sync with host

Time Zone:

NTP Server

NTP synchronization(hours)

4.7.3 Settings Management

This option allows you to export all your HomeScreen router settings to a file that can be
kept offline for a quick restore if you for some reason would have to reset or replace your
HomeScreen router. Simply click on Export Settings to File to save a backup copy of your
settings.

To restore said file, simply use the Import Settings from File option available at the bottom
of this section.

Finally you can do a factory reset, i.e. load the default settings on your HomeScreen router
by clicking on the Factory Reset button.

Settings Management

Export Settings to Flle

Factory Reset (Load Defaults)

Import Settings from File m No file selected

4.7.4 Dynamic DNS

A Dynamic DNS is a type of remote access service that you can use if you need remote
access to your local network. Your HomeScreen router supports several different services
which you can select from the drop down box. Note that you have to create an account with
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the service in question to use it and enter the provided username (Account), password and
DDNS.

Dynamic DNS

Dynamic DNS Provides
Acoount
Fassword

DDNS

4.8 Software

You can upgrade the software on your HomeScreen router using this option, rather than the
LCD UL. Simply click on Choose File and browse your computer for the correct firmware file,
then click on Apply to update the firmware.

ltds also possible to update the ftheUpgrader e fr om a

firmware fromUSBopt i on. ltés takes about a minute for
including the reboot process.

Please note that your HomeScreen router will reboot during the firmware upgrade process
and that it wamidhastesgartddunct i onal

B:.Home
" B Screen

Software Upgrade
Update Software

Upgrade firmware from USB

It takes 1 minute to upgrade firmware; Please dont unplug the power

during this time.

4.9 Logout
Clicking on Logout will log you out of the HomeScreen web Ul.
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L] Authentication Required

A wsername and password are being requested by http://10.10.10.254 The site says: “GoAlwad”

Jser Name:

CGancel ox
[

Advanced settings
4.10 Firewall
The Firewall settings in your HomeScreen router comes pre-enabled and configured for the
hi ghest | evel of security. As such, we dondt rec
Remote management (via WAN) - This allows access to your HomeScreen routers web
interface via the WAN port. NOTE: If this is changed to Allow (defaultDeny ) , t her eds a

potential risk that someone can gain access to the web interface of your HomeScreen router
via the internet.

Ping from WAN Filter - This is disabled by default and allows incoming WAN pings to reach
your HomeScreen router. Changing this to Enable will block incoming WAN pings.

Block port scan - This is enabled by default and prevents WAN side port scan to see which
ports are open on your HomeScreen router. This option should under normal circumstances
never be disabled.

Block SYN Flood - This is enabled by default and prevents certain a certain type of internet
attack. This option should under normal circumstances never be disabled.

SPI Firewall - SPI is short for Stateful Packet Inspection and this is a type of firewall that

blocks many types of malicious packets from reaching the local network. This is enabled by
default and is a security feature that should under normal circumstances never be disabled.
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B:Home
"W Screen

Firewall

Security

Remote mansgemsest (via WAN)
Ping from WAN Filter

Biock port scan

Biock SYN Flood

SPI Flrewal

4.11 Filtering
The Filtering settings allow you to block various devices from accessing your HomeScreen
router, or you can block access to certain IP addresses or network ports. Please be careful

what you block here, as if you set things up wrong, you can literally lock yourself out of your
HomeScreen router and from being able to access the internet.

Basic Settings
Here you can enable or disable MAC, IP and Port filtering, as well as select the default
policy.

B:Home
" B Screen

MAC/1P/Port Filtering

) 4

Basic Settings

MAC/IP/Port Filtoring

Lisahie -

v Apply

MACI/IP/Port Filter Settings

There are multiple options here and the following section will briefly describe what the

different options are. Each entry in the list below corresponds to the options available. You
can set up to 32 rules.

A Source MAC - This should be the MAC address of the device you want to add a filter
for
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Dest IP - This is the destination IP address

Source IP - this is the source IP address

Protocol - You can select between TCP, UDP and ICMP, or None

Dest Range - This is the destination port range

Source Range - This is the source port range

Action - Depending on the default policy you want to select Accept or Drop here.
Drop means that any data will be blocked based on your filter settings.

Comment - You can add a comment to remember what the filter is supposed to do.

o o Do Do Do Do Do

MAC/IP/Port Filter Settings

Soarae MAC
Dest [P

Source IP

Protocol

Dest Range

Solrce Range

Action

Comment

(The maxcimom rule count s 32.)

Current Filtering Rules
Here you can see and delete rules youbve confi gu

Current Filtering Rules

No Soarce MAC Dest 1P Sourge IP Protoool Dest Range Sourpe Action Comment Pkt Cnt
Range

Others would bo dropped

4.12 Forwarding

In some circumstances you might have use port forwarding to enable certain programs to
communicate properly over the internet. The following section will take you through how to
set up a port forward.

4.12.1 Port Forwarding
To set up a port forward, first of all you have to enable port forwarding by selecting Enable in
the drop down box labelled Port Forwarding. Note that you only have to do this once.
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